International Journal of Advanced Engineering Resezh and Science (IJAERS) [VoJ43sue-10, Oct- 2016]
https://dx.doi.org/10.22161/ijaers/3.10.30 ISSN: 2349-6495(P) | 2456-1908(0)

User's Behaviors Influence on Cybersecurity
Strategy Effectiveness

Hasna Elkhannoubi, Mustapha Belaissaoui

h.elkhannoubi@uhp.ac.milustapha.belaissaoui@uhp.ac.ma
Information system for decision laboratory , ENG&ssan | University, Settat-Morocco

Abstract—Most of past research in the area of information Lunt, & Ekstrom, 2011), because information safatd
systems’ security has primarily focused on the izt security are a key element to get the benefit ffbmsage.
dimension without paying attention to the humartdiec In this context and according to (Elkhannoubi &
The traditional conception of cybersecurity stratdtasn’t Belaissaoui, 2015) cybersecurity isnt a matter of
take into account the organizational level, since technological choice; it affects legal, organizatib and
organizations may not have employed the most alikey technological directions of enterprises or admiat&ns.
of successUsers’ behavior This paper focuses on users’ The eventual success of IT usage is more deperatent
behaviors over the cybersecurity strategy. The psepof  users' behaviours, the highest risk of successful
this study is to assert the influence of users’dvérs on cybersecurity strategy comes from personal integrat
the effectiveness of cybersecurity strategy viempirical behaviors and usage of IT tools and services.
study shared with more than 2000 users. The papeiThis paper stems from the research question, "hesv's
describes the user’'s behavior modeling diagram daze behavior can influence on cybersecurity strategy
Bayesian networks for user modeling, and identifies effectiveness?” because organizations investmemées a
continued usage behavior diagram based on theincreasing in IT adoption, and in the same timeythare
Expectation-Confirmation Model. In this researclogram becoming aware of the importance of users' behavisu
we arm that users’ behaviors have an important iohjman critical prerequisites for productivity gains frdm (Hong,
data safety and security, and even if the robustésthe  Thong, & Tam, 2006). It seems that more attentieeds to
organization’s cybersecurity strategy, the usershéavior be paid to human factor since most of researchiestud
can influence on their effectiveness. The findiray help  focus just on the technical factor. To answer cugsgion,
information security professionals to define a uskarter, we addressed to various theoretical perspectivesed in
which control user's behavior in a specific envirgent. Management Science such as Technology Acceptance
Model (TAM), Theory of Reasoned Action (TRA),
Keywords—Cybersecurity, User's behavior, information Expectation-Confirmation theory, and so forth. Tinain

management, information technology, human factor. goal of this research is to extend users’ behatieory to
the information security context, we contend that
I INTRODUCTION individuals’ behaviors regarding information setyri

practices may help in the efficacy of the cybersiégu
Currently, the world of information and communioati  strategy (Herath & Rao, 2009).
technologies is constantly in progress, these tolies The content of this paper has been selected to eanaw
have increased and evolved dramatically and beapain  critical question rarely mentioned on computer scée
integral part of organization's business processesresearch, even if it's crucial to cybersecurityatstgy
According to (Woodhouse, 2007) information is now effectiveness. the paper begins with a literatendew of
critical to business operations and decision makingusers' behaviors theories. Then, our method takés i
activities, allowing organizations to survive ancbwy in account a theoretical study based on the use awoad
competitive and tough economic environments, andauthentication method. Before conclusion, we discie
governments to provide services and infrastructtodheir empirical results by supporting the hypotheses tisatr's
constituents. behaviour influence on cybersecurity strategy eiffecess.
However, organizations need to identify the risksogiated
to IT (information technology) usage, especiallythathis
strong dependency to information systems and I'bdth
public and private organizations. In recent vyears,
cybersecurity has been the subject of serious sészn on
IT integration in different organization's procesg&owe,
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Il. LITERATURE REVIEW ON USERS' 2.1.User's acceptance of IT
BEHAVIORS
There are several ways in which behavior is conegjzed 2.1.1. User's acceptance of cybersecurity strategy

and defined. The largest number of studies (prignéom
within psychology) focus squarely on the individaal the  Despite significant investments of several orgaions on
locus of behaviour (Morris, Marzano, Dandy, & O'&nmij their information systems, they haven't produceé th
2012). In general, users’ behavior toward IT sgie can  intended benefits from the use of IT services. dtarénce
be characterized principally by to elements: User’sgains are often obstructed by users' unwillingnessccept
acceptance of IT and user’s continued usage of IT. and use available systems (Davis, 1989) . As anitiefi,
The Computer Security Instituf€SI) in San Francisco, user acceptance is the demonstrable willingneskirwi
USA, estimates that between 60% - 80% of all ndtwor user group to employ information technology for thsks
misuse is perpetrated by people inside the orghoiza it is designed to support (Dillon, 2001). The feliag table
(Peltier & Blcakley, 2005).So, human factor as a (Table 1) resume three fundamental theories (Dildn
“behavior” is important to enforce a gainful infoation Morriss, 2007) to frame user's acceptance of IT:
system, the empirical validity of this argument Hzeen
documented in a variety of research contexts (Dilk
Backhouse, 2000)(Lee & Kozar, 2005)(Straub Jr,
1990)(Straub & Welke, 1998).

Table.1: Theory/Model of users' acceptance of IT

Theories/Models Key factors Description
Theory of reasoned Attitude toward behavior ant TRA defines relationships between beliefs, attgude
action (TRA) Subjective norm norms, intentions, and behavior: An individual'shaeior

is determined by one's intention to perform theavér,
and this intention is influenced jointly by the iwdual's
attitude and subjective norm.

Technology acceptance Perceived usefulness andfAM was designed to predict information system

model (TAM) Perceived ease of use acceptance and diagnose design problems befores user
have experience with a system.

Motivational model| Extrinsic  motivation  and A significant body of research in psychology haspsuted

(MM) intrinsic motivation general motivation theory as an explanation for déér.

Motivational theory has been applied to understareiv
technology adoption and use.

2.1.2. User's behavior modeling diagram The user modeling diagram (figure 1) representsdspects
Many researchers (Dillon, 2001) have attempteddemtify of user's characteristics, which influence on kiseptance of
psychological variables that distinguish user wicoept or cybersecurity strategy. The user's behavior isotiteome of
reject technologies. A meta-analysis of researclayjA& user's action, which mainly influenced by the pchgel
Joachimsthaler, 1992), suggest that the most nelewser actions, data criticality and user's needs and sgoéhe
factors determining technology acceptance are tiogni procedural actions include several penalizationcedares
style, personality, demographics, and user-sitnatio and legal framework that can be represented bysdcerity
variables. So, several research work on definingl apolicy or user's charter. Data criticality is dilgc
characterizing user's behavior against IT. proportional to certain factors and criteria such data
In our work, and based on Bayesian networks forr uselassification (private or public data) and ava#abecurity
modeling (Horvitz, Breese, & Heckerman, 2013) wéirde measures.
our user modeling diagram taking into account tslation
between user's behavior and cybersecurity. Theogerpf
this diagram is to identify all user's characté&sstthat
influence on his decision to use or reject a cydmrsty
strategy.
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The user's action considers all user's needs aats.gAs
mentioned in (Horvitz et al., 2013), goals are ¢uirto user's
attention and needs are joined to actions thatredlice the
time required to achieves goals. As indicated leydiagram,
user's needs and goals are typically influenced thoy
competency profile of user, it depends to threaelfumental

criteria: user's age, the assistance giving byotiganization
to use a system and user's background, which welgati
connected to the user's initial formation (the sserofile
isfisn't in relation with ISS) and the user's eiger (in
relation with the user's experience).

Competency
profile
User’s

background
User’s

expertise

User’s Initial
formation

User’s needs and
goals

User’s action

Procedural
actions
Data Criticality

User’s behavior

Fig.1: User's behavior modeling diagram

2.2.Continued usage behavior of IT
2.2.1. Continued usage behavior theory

Information systems’ (IS) adoption is just the ffistep
toward overall information system success (Limayekiint,
& Cheung, 2007). So, the eventual success of
cybersecurity strategy depend on its long-termiliigiand
continued use rather than
Unfortunately, continued usage behavior of a cydarsty
strategy can be more difficult than its first adopt the

IS continuance, IS continuance behaviour, or 1Sinanus

usage describes behavioral patterns reflecting irased

usage of a particular 1S, this continuance refers form of

post adoption behaviour (Limayem et al., 2007).

Cybersecurity continuance use refers to a usage sthen
anythis behaviour becomes part of normal routine #&gtiihe

cybersecurity continuance use can be determined as

its first-time acceptance experience variable when each user decide to a@mtin

following the cybersecurity strategy. However, awfe
theoretical studies have shed light on continuedges

qguestion can be what happens in later phases of thbeehavior, the following table (Table 2) presents th

acceptance process?what are the factors that ickuesers

to continue to follow a cybersecurity strategy.

fundamental theory (Hong et al.,, 2006) to framer'sse
continued usage behavior:

Table.2:Theory/model of user's continued usage \ieha

Theories/Models
Expectation-
Confirmation Model

Key factors
Initial expectations anc
discrepancies

Description

ECM is a theory mainly used to study consumer feati®on
and post-purchase behaviour. Users' continued u
decisions in the context of IS or ISS is similactmsumers
repeat purchase decisions, in this context, satisfa is
considered as a key factor to push users to foltbes
cybersecurity strategy.

sage
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The ECM originally developed by (Oliver, 1980) thizes
that consumer's post-purchase satisfaction is Iljoint
determined by pre-purchase expectation and expsctan
disconfirmation. Satisfaction, in turn, is believeid
influence post-purchase attitude and consumergntittn
to repurchase a product or reuse a service (Hsul, Ghiu,
& Chang, 2006). In the context of information sysse
security, user's satisfaction about the efficienoy
cybersecurity strategy influence on his decisiofotiow it.

2.2.2. Continued usage behavior diagram
In the IT context, the fundamental keys of contohusage

behavior were developed and empirically tested by

(Bhattacherjee, 2001) around an Expectation-Coiatiion
Model of continued IT usage (ECM-IT). Taking into
account the similarity between users' continuedusage
decisions and consumers' repeat purchase decidioiss,
model joins the continued IT usage to three corscept

»  User satisfaction with the IT;

» Extent of user confirmation;

» Post-adoption expectations;
In our work (Figure 2), we simplify the former nmd
model to explain the user's continued usage of the
cybersecurity strategy based on the standard Extpect
Confirmation Model of continued IT usage.

Have an
. User
expectation
Consumption
experience
Level of
satisfaction

Confirmation

Continued IT
usage Intention

Disconfirmation

Discontinued IT
usage Intention

Fig.2: Continued usage behavior diagram

User decides to use a cybersecurity product /ssE/S)
taking into account other users' experiences whbee
major determinant is the users' satisfaction. Harewsers'
satisfaction has a positive influence on his intantto

its performance and facility of use; finally, these
experiences confirm or dis-confirm the first exjpagicn.
Based on the literature review presented in the two

subsection below we propose a theoretical modelented

continue following the cybersecurity strategy. As a in (Figure 3) which summarizes our proposed hymeke

summary, to study users' continued usage behavia o
cybersecurity strategy we must study the satisfactf
users when they follow this strategy. It seems tsdrs
have always an initial expectation before using EH&
imposed by the cybersecurity strategy; then,
consumption experiences with it build a perceptidmout

www.ijaers.com

As shown in the figure, we propose that cyberséguri
strategy effectiveness is closely related to theeptance
and the continued usage of this strategy. Howesach
hypothesis (H) reflects the influence of users’ @abr

theirkeys on the acceptance and the continued usagéeof t

cybersecurity strategy.
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| Perceived usefulness
i (PU)
| (PEU) acceptance l
ki effectiveness
Initial expectation (IE) Cybersecurity strategy T
continued usage

Fig.3:Research model

Although, the lack of effective usage of password

M. RESEARCH METHOD authentication method introduce several securigatines, in
3.1.Theoretical study: The password authentication this respect, we investigate the impact of incdrresers'
method usage usage of password by not following the cybersegurit

Users' authentication is the first-step to mainthi privacy, guidelines.
integrity and availability of information. Cybersgitty According to (Carstens, McCauley-Bell, Malone, &Nb&ra,
strategy involve that access to information sholdld 2004), password issues are the second most liketgah
controlled, as indicated on the standard ISO2708RCA, error risk factors to impact information systemsor F
2013): Access control rules and rights for eachr osgroup example, users usually use the same passwordrcageess
of users should be clearly stated in an accessaiqumilicy. to several systems and websites or use a simpvpas to
However, password authentication system has histtyi recall it such as family name or phone number. éneggal,
been the first method of users' access control. factors in password policy that increase the udéorte
Despite a growing number of graphical and biometrimclude: password strength, type (character reisnis);
authentication mechanisms, passwords remain thet mosmbers of passwords the user has to remember; and
familiar and commonly-used form of user authenticatin frequency of changing passwords (Inglesant & S&&3€0).
organizational settings (Inglesant & Sasse, 2010) In this study, we support the hypothesis that uderkavior
influence on cybersecurity strategy by the incdriesage of
password (Figure 4).

Password
authentication
system

Cybersecurity
strategy

Fig.4:The influence of incorrect users' usage afgveord
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The following section introduce an empirical studking
into account our hypothesis to assert the influesfagsers
behavior on the effectiveness of cybersecuritytasina We
use the password authentication as example beacae:
believe that its the ost popular and familiar cybersecur
procedure used by everyone.

3.2.Empirical study
We conducted an empirical investigation in a pofofaof
password users. A password information seci
guestionnaire had been shared with over 2000 use
determire how the way of password authentication syst:
usage impacts the information security and safétyis
research was conducted to address the human be
factor and influence on the effectiveness of
cybersecurity strategy. Our interest is in uistanding the
relationship between users’ behaviors and cyberig(
strategy efficacy.
The data collected from several information systemsers
as individuals (students) or employees (in pubtipiivate
sector). Our empirical study doesn’t take consideration
a specific context in order to introduce severaldkiof
users. The main aim is to develop a correlatiowéen
what is improved theoretically and the social tge
emanate from the empirical study. So, -mail soliciting
participationin the survey was sent to the approximatel
2,000 computer's users and a total of 245 valigaese:
were collected from the current user group.
demographic profile of the survey is representedhia
tableau 3:

Table.3: Demgraphic profile of the surwv

Type Category Distribution
Age - < 20years - 3%
- 20-140 years - 67%
- >40years - 30%
Sector - Pubic sector - 46%
- Private sector - 34%
- Students - 20%
Experience |- 3 - 10 years - 24%
ofusinga |- >10years - 76%
computer

Based upon thaurvey results, 28% of respondents d
use a password to log in, which mainly justified te
useless of passwords (59%), the forgotten of pask
(12%), the inflexibility of password usage (12%)ah’%
of respondents join the nesage of passwords the time
factor (Figure 5).

www.ijaers.com

In‘lexible always lorget it useless | have not enough time

Fig.5: the reasons for r-password usage

The analysis of user’s response in the first stéghe
survey confirms some of the aforementioned hypdatke
(H1, H2) which clarify that Attitude toward behawi
Perceived usefulness and Perceived ease of usernno
on the cybersecurity effectivess.

User's response Hypothesis Comment

Useless H1

Inflexible & H2
always forgot the
password

Dont have a H2
time

Users don't believe that
using a password to log in
would enhance their job
performance;

Users don't believe that
using a password would
be free of effort;

Users believe that using a
password will take a part

of their time.

About 80% of the participants to the survey are leyges,
68% of them indicate that their organizations imeothe
use of passwords, 29% of them affirm tthey don't follow
the organization’s procedures. Three different grasare
cited by the respondents, which conl the other
hypothesizes (H3, H4), which clarify the impacteatrinsic
motivation and the initial expectation on the cyseurity
efficiency.

User's Hypothesis | Comment

response

| dont H4 Users have a wrong

manipulate expectation about the

critical data manipulated data and the
importance of the

There are no H3
penalties for
not using it

password usage to protect
their data and the data of
their network.

Users haven't an extrinsic
motivation to follow the
procedure, the user isn't
driven by the external
influence
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Difficult to H2 Users believe that

apply following  organization’s
procedure  would take
more effort;

The three last questions in the survey try to ifeniser's
behavior with the password use. The first questarlated
to the techniques used to remember the passwo?2@spfl
respondents indicate that they use personal infiioma34
write it down and 15 users indicate that they sheen in a
mobile device. However, these practices can caesmpal
and organization data falsification and influence the
cybersecurity strategy effectiveness (Figure 6).

140 122
120
100
75

80

00 34

40

15
: -
0 [
Others | use write them save them in
personnel down my mobile
information device

Fig.6:Techniques used to save passwords

The second question is How many different passwdals
you use? 29% of respondents use one password tm log
(computer and other applications) which present afrthe
most critical threat in each cybersecurity strajeglyen the
confidentiality of information is not guarantees.

However, the last question tries to find out Howeofusers
share their passwords, the result was unexpectbdrew
10% always share their password and 32% sometimes
(Figure 7). In this case both the confidentialitydathe
integrity of data can’t be ensured.

sometimes

= never Always

Fig.7:How often users share their passwords?
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Our main sample consists of 240 computer users wi
several position statuses (employees or studemidentify
their behaviors when they use a password to log i
However, our objective was to understand and askert
influence of users' behaviors with a basic and Emp
example, which is the authentication method by gisin
password. It seems to be clear that users' belsavére an
important impact on data safety and security, avehdf
the robustness of the organization’s cybersecutitytegy,
the users' behavior can influence on their effectéss.

V. DISCUSSION
The findings of this study suggest that users’ biiglay
an important role in determining the level of cydmmurity
strategy efficacy. We propose that cybersecuritgtatyy
effectiveness is strictly depending on the accemaand
the continued usage of the strategy, when the h'feaar
is the critical element of success. The empirnieallts of
our study rendered clear support for its core hypses:
users’ behavior have a direct influence on the sdmurity
strategy. However, the behavior is characterized thg
perceived ease of use, perceived usefulness, @&trin
motivation and initial expectation.
The first conclusion is that the system must bg ¢asuse
and don't involve the knowledge of a long seriesudés
and take into account users’ feedback and awareleess
of cybersecurity issues because perceived easygeoplays
a pivotal role in the user acceptance of cybersgcur
strategy.
The second conclusion support that user don't \eelikat
the cybersecurity strategy can be useful for hird aan
protect its data which make the perceived usefsloes of
the critical keys influencing the cybersecurity agtigy
efficacy.
The third conclusion is that users aren’t stupitithey are
unmotivated, end users must be motivated to foltbe
cybersecurity strategy which involve an
motivation from the organization environment.
The last conclusion is that users do not think they at
risk, this initial expectation came from the useedback
and level of awareness and can be related also biada
experience with the cybersecurity strategy whictoine
the needs to improve the users training and educatbout
the cybersecurity strategy before filed application

V. CONCLUSION
The definition of a successful cybersecurity sggtas a
means of securing personal and organizationalrégfaires
a systematic approach including human factor asyadf
success. This study started with an identificatbrusers'
behaviors from the theoretical studies as used
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management science. At first, we shed light on kbg
aspects of user's characteristics based on the sBaye

networks for user modeling. Then, we explaineduber's
continued usage of the cybersecurity strategy basethe
Expectation-Confirmation model.

In this paper, we have argued that users' behakiere an
important influence on the effectiveness of cybeusity
strategy. Drawing on previous work on users' bearaand
based on an empirical study, we asserted our hgpistioy

using a very known example of authentication method

which is password using. In this context, sevegaltdrs
have been explored and studied in order to undetdiaw
users' behaviors can influence on
cybersecurity strategy effectiveness.

In this research program we achieved our objechiye
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